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User Security Awareness for Human Computer Interaction:
A Case Study on Internet Explorer
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The relationship between computers and human are closer due to the rapid technology
development. The wider application area of computers and multi-functional software
systems development diversify the human and computer interaction. Research issues
of usability and security in HCI are normally independently discussed. However,
integration between these two factors should be considered in terms of software
development. In the worst case, one of them is even ignored during system development.
Several design guidelines have been developed and used for improving system
usability. As a result, security issue somehow is embedded into usability consideration.
Therefore, users are encouraged to pay more attention to system usability rather than
security. In other words, security awareness of software development is overlooked,
although it is normally alleged that the system is secure enough. The evaluation of
system security provided by the interface should be recognized by users during the
software operation to increase security awareness. Several related works argued that
the problems of insufficient security awareness include the followings: ineffective
interface for user operations, complicated operating procedures, and obscure
documentation. The priority of security concern is usually behind that of major functions
required by users. Therefore, security function is normally arranged under the structure
of sub-function or sub-menu in a WIMP interface which is widely applied in the wed-
based system and software. This research uses Microsoft Internet Explorer as a case
study where security guidelines provided by other researches are discussed and
examined. A framework of improving security awareness based on integrating usability
and security evaluation is proposed. The result of this research can provide suggestion
of designing HCI interface focused on security concern.
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A Web-Based Quality Assurance System

for Green Product Development
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Collaborative product development and quality assurance systemplay an important
role in current e-commerce and global environment. Especially, the environmental
protection issue becomes a sustainable quality factor of product development. Through
the supply chain, cooperation is required to ensure the product quality can match the
environmental requirement. In this case, to provide timely product information to meet
quality requirement, a mechanism of communicating product data and information
related to *green product* is essential. Normally, user profiles can be created to trace
historical data and information requirement. The problem of this approach is the
increasing size of database and time consuming work due to long tracing process.
In addition to this constraint, issues such as irrelevant information and cognitive
overload through manipulating user interface of a system are also bothersome.
Therefore, quality of information acquisition is unsatisfactory in the stage of developing
products. However, quality assurance for product development heavily relies on correct
product information. In this paper, an approach of improving information identification
based on a communication mechanism is proposed. A quality assurance procedure
is then triggered as long as product information acquisition process is initiated. The
process of *green product development* is used as a case study to simulate several
scenarios of retrieving product component information. The quality assurance of
information acquisition is examined and improved. A web-based quality assurance
system focused on product information is developed through this mechanism and
embedded into green product development environment.
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The rainwater collection system development
and device rental platform
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Taiwan is a country with abundant annual rainfall which is 2.6 times as much as the
average number of that in the world. However, the storage of rainwater is mush less
than expected due to irregular rain period and the large portion of steep topography
spread in Taiwan where only 20% of the rainfall eventually becomes usable water
resource. Based on above statistic figures, Taiwan is actually a country of water
shortage. Because of the water shortage problem recently warned by the United
Nations and the growing discussion of environmental sustainability, issues of efficient
recycle and reuse of water resource are also received more attention in Taiwan. Among
them, customized development of rainwater collection systems and their manipulation
are broadly investigated.

The total solution we propose is to establish a web-based portal which provides users
with rainwater collection system development and relevant devices rental platform.
Through our capability of rainwater collection system development, this platform can
analyze the user's need of rainwater collection based on his specific requirement.
Customized devices of collecting rainwater can then be offered by either rental or
collaborative product development. In particular, simple DIY products for household
rainwater collection such as that directly integrated with balcony and hung out for
gathering rainwater are introduced in our portal.
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